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The Panel notes that the Consortium updated certain requirements, which were previously marked as 
completed by the previous Ethics Check Panels. The updated requirements are as follows; D10.1, 
D10.5, D10.9, D10.11 and D10.12.  
 
The Third Ethics Check Panel found the following requirements to be fulfilled in this Third Ethics 
Panel Report (TEPR). The Consortium has stated that some changes in the research activities have yet 
to be decided, hence, certain requirements, although completed, remain open for monitoring in case that 
the deliverables need to be updated.  
 
 
HUMANS 
 
 
Requirement 2: The procedures and criteria that will be used to identify/recruit research 
participants must be submitted as a deliverable. The informed consent procedures that will be 
implemented for the participation of humans must be submitted as a deliverable. Templates of 
the informed consent forms and information sheets (in language and terms intelligible to the 
participants) must be submitted as a deliverable.  
 

Requirement is completed and open for monitoring. 
 
 
PROTECTION OF PERSONAL DATA 
 
 
Requirement 6: The missing contact details of the DPOs and the correct links to the data 
protection pages for  must be provided in deliverable D10.4. 
 

 
Requirement is completed. 
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Requirement 8: Confirmation that transfers of personal data between all partners comply with 
the laws of the country in which the data was collected must be submitted.  
 

Requirement is completed. 
 
Requirement 12: Concerning partners who are public authorities, confirmation must be 
submitted that they are relying on legitimate purposes outside the scope of their tasks as a public 
authority. In addition, an explicit explanation on the legal basis that partners are using for 
secondary processing of personal data must also be submitted.  
 

Requirement is completed and open for monitoring. 
 
Requirement 13: An updated version of deliverable D10.8 (Lawful basis for processing of 
secondary data), including an explicit explanation on the legal basis that partners are using for 
secondary processing of personal data, must be submitted.  

Requirement is completed and open for monitoring.   
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Requirement 15: In case data from real (“hot, ongoing”) cases are processed in the project, 
deliverable D10.8 must be updated to describe the legal basis for the further processing of such 
data.   

Requirement is completed.  
 
Requirement 17: In case criminal conviction/offence data are processed in the project, deliverable 
D10.10 must be updated to describe the appropriate safeguards for the rights and freedoms for 
data subjects and the description of technical and organisational measures adopted to comply 
with these safeguards. 
 

Requirement is completed and open for monitoring. 
 
Requirement 22: A report including risk assessment and details on measures to prevent misuse of 
research findings and that also addresses how the software tools (in particular the social media 
analysis and deviant behaviour detection tools) avoid the risk of mass surveillance of the general 
public and/or specific groups of people must be submitted as a deliverable. 
 

Requirement is completed and open for monitoring. 
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Requirement 26: The statements about the use of “cold cases” versus “closed cases” must be 
clarified in deliverable D10.17.  
 

Requirement is completed. 
 
GENERAL 
 
Requirement 18: A report by the Ethics Board due at month 4 must be submitted.   

Requirement is completed.  
 
 

 
3.2. Outstanding issues. 

 
HUMANS 
 
Requirement No. 3: Copies of opinions/approvals by ethics committees and/or competent 
authorities for the research with humans must be submitted as a deliverable. 

Requirement is partially completed and open for monitoring. 
 
GENERAL 
 
Requirement 20: A report by the Ethics Board must be submitted as a deliverable at month 12. 
This report must include a thorough analysis on how the beneficiaries have met the ethics 
requirements established in this ethics check report. Particular attention has to be made on data 
protection and privacy aspects. 
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Requirement is partially completed. 
 
 
Requirement 21. A report by the Ethics Board must be submitted as a deliverable at month 30. 
 
Requirement remains open. 
 
DUAL USE 
 

 

 
3.3. How are ethics aspects monitored in the project (Ethics Advisor, Ethics Mentor, Ethics 

Advisory Board or other appropriate internal or external ethics monitoring)? 
 

The Consortium separated members into an Internal Ethics Board (IEB) and an External Ethics Board 
(EEB). The IEB deals with ethical issues that arise in the project first, and the EEB provides 
independent oversight of them. The EEB can provide comment, critique, or suggest changes to IEB 
decisions. Additionally, an ethical and legal expert, knowledgeable in speech and media mining 
technologies, is added as a member of the EEB. 
 
The Ethics Check Panel in M6 included a requirement to supplement “the expertise of the Ethics Board 
by the appointment on an independent ethics advisor with an extensive expertise in data protection law 
covering both the GDPR and Police Directive.” The Consortium added a new member with the required 
expertise. 
 
Instead of submitting a report by the Ethics Board for M6, the Consortium provided “a record of 
discussions from the meetings of the External Ethics Board, and their outcomes, alongside a record of 
letters sent between the External Ethics Board and the Project.” For the Third Ethics Check the 
Consortium has provided information that this report will not be submitted. The Ethics Report due in 
M12 by the Board is also not submitted. A document prepared by the Consortium that includes 
comments and recommendations on specifics issues by the EEB is submitted instead.  
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4. Ethics requirements 

The Consortium must submit to REA: 
 

HUMANS 
 
Requirement No. 4: If there is a change in the research activities involving humans, copies of updated 
opinions/approvals by ethics committees and/or competent authorities for the research with the updated 
research activities involving human participants must be submitted as a deliverable. 
 
GENERAL 
 
Requirement 20: A report by the Ethics Board must be submitted as a deliverable at month 12. This 
report must include a thorough analysis on how the beneficiaries have met the ethics requirements 
established in this ethics check report. Particular attention has to be made on data protection and privacy 
aspects. The independence of the report must be ensured. 
 
Requirement 21. A report by the Ethics Board must be submitted as a deliverable at month 30. 
 
Requirement 27. The Consortium must assess and confirm if the technologies developed during this 
project fall within the scope of Regulation 428/2009.   
 
 

 
5. Next steps 

5.1. Do you recommend further Ethics Check? 
 

 Yes           No 
 

 
 
5.2. Do you recommend a meeting with project representatives during the further Ethics Check? 
 

 Yes           No 
 
 
 
5.3. Do you recommend a site visit? 
 

 Yes           No 
 
 
 
 
6. Recommendations 

 
The consortium is reminded that under the General Data Protection Regulation 2016/679, the data 
controllers and processors are accountable for the data processing operations. Any violation of the data 
subject rights may lead to sanctions as described in Chapter VIII, art. 77-84. (E) 
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